OFFICE OF THE VICE PRESIDENT FOR BUSINESS AND FINANCE

January 8, 2008

Board of Regents of the University of Nebraska
Lincoln, Nebraska
Dear Board Members:
We have received the management letter of recommendations dated November 27, 2007 from
KPMG LLP, our independent certified public accountants. This letter is designed to address the
observations included in that letter. The format of this response is to repeat the comment made
by the auditors with the response of the University following immediately thereafter.
IT General Controls
Comment. During our testing of the Information Technology (IT) general controls over the
University’s financial and administrative system (SAP software), we noted the following:
Management was unable to provide documentation showing there have been periodic reviews
of active users, groups, and roles to identify incompatible access rights. The lack of periodic
reviews of access authorities could result in inappropriate personnel having access to the
operating systems, applications and data files, resulting in errors or fraud going undetected by
management. It is common practice to review user access authorities on a periodic basis to
ensure the authorities are commensurate with the employee current job responsibilities. We
recommend the IT Department print a list of employees and the access that each has to the
various IT systems approximately every six months and confirm that access with the manager
of the different areas for validation.
Response. The University agrees personnel should only have access rights to the
administrative system that are compatible with their current job responsibilities. A security
review policy has adopted by the University campuses and Central Administration to insure end
users access authorizations to SAP administrative system are appropriate. The policy includes
monthly reviews by campus security personnel and an annual review by the University’s
Administrative System Group and the campus business office professionals. Documentation of
the reviews will be filed for reference and made available as required.
Related Party Transactions
Comment. UNMC has significant transactions with the Nebraska Medical Center and UNMC
Physicians every year. Several of these transactions have been recorded as adjusting entries
between the entities at the time of statement preparation. Statement preparation is facilitated
when entries are recognized and posted to the general ledger for each of the entities at the time
the transaction occurs. We recommend the parties involved develop a communication process
to ensure such transactions are recorded properly and timely throughout the year.
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Response. We understand the auditor’s comment. However, it should be observed that many
of these transactions revolve around recordation of UNMC’s equity in earnings of the joint
venture. As such, the entries are “balance sheet” entries and do not impact accounts other than
equity and investment in joint venture. An additional mitigating factor is that the University’s
primary financial focus is not periodic net income. Regardless, UNMC will take initiatives to
improve communications with the Nebraska Medical Center (NMC) and UNMC Physicians
(UNMC P) to ensure entries are recorded on a timely basis. Efforts will be made to post
adjusting entries as the NMC and UNMC P audits progress and as the entries are identified.
Additional meetings and information sharing will be scheduled to facilitate a communication flow
between the entities.
Regents, please feel free to contact this office with any questions or desired clarifications.
Sincerely,

David E. Lechner
Vice President for Business and Finance

