ATTESTATION REPORT
OF THE
STATE OF NEBRASKA
OFFICE OF THE SECRETARY OF STATE

JULY 1, 2003 THROUGH JUNE 30, 2004

Thisdocument isan official public record of the State of Nebraska, issued by
the Auditor of Public Accounts.

M odification of this document may change the accuracy of the original
document and may be prohibited by law.

| ssued on October 8, 2004



STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

TABLE OF CONTENTS

Background Information Section
Background
Mission Statement
Organizationd Chart

Comments Section
Exit Conference
Summary of Comments
Comments and Recommendations

Financial Section
Independent Accountant’ s Report
Schedule of Revenues, Expenditures, and Changes in Fund Baances
Notes to the Schedule

Government Auditing Standar ds Section
Report on Compliance and on Interna Control Over
Fnancid Reporting Based on an Examination of
the Schedule of Revenues, Expenditures, and Changes
in Fund Baances Performed in Accordance with
Government Auditing Standards

Statistical Section
Corporations of Record
Uniform Commercia Code Filings
Other Licenses
Solicitor’s Certificates | ssued

24 - 25
26
27-30

31-32

GRRE

35



STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

BACKGROUND

The authority and responsihilities of the Secretary of State, an dected officid, are derived from the State
Condtitution and Nebraska Statutes.  The Office of Secretary of State, created in 1867, administers
laws in the areas of dections, busness and farm corporations, trademarks and trade names, debt
management, and Sate records management. The Office issues licenses to private detectives, notaries,
debt managers, truth and deception examiners, and collection agencies. Officid filings are maintained in
a variety of areas including officid bonds and uniform commercia code documents. The Secretary of
State is the keeper of the Great Sed of the State of Nebraska and is the repository for the State
Condtitution, legidative hills, State agency rules and regulations, and other officia documents of the
State.

The programs established to administer the requirements of the Office are:

Program 9 Sadary-Secretary of State - to provide compensation for the Secretary of State. The
Secretary of State is adminigtrator or serves as a member of various boards and commissions
including: Nebraska Brand Committee, State Real Estate Commission, State Canvassing Board,
Board of Pardons, and Nebraska Accountability and Disclosure Commission.

Program 22 Departmenta Adminigtration - provides the overdl coordination of Office operations.
This program administers and processes dl documentation pertinent to the implementation and
monitoring of the Elective process, Notay Publics, Rules and Regulations filings, Privae
Investigators, and fiscd and personnd management of the Office.

Program 45 Election Adminidration - responsible with the assstance of locd eection officids, for
the conduct of eections within the Sate. This includes overdl responsibility for the registration of
voters, candidate filings, balot design, and compilation of results as well as ensuring compliance with
various Federd mandates such as the Voting Rights Act, Americans with Disabilities Act (as it
goplies to palling places), the Nationd Voter Regidraion Act, and the recently passed (2003)
“Help AmericaVote Act.”

Program 51 Enforcement of Standards - Corporations - administers, processes, and is the
repository for al Articles of Incorporation, Certificates of Authority, Amendments, Trade Names,
Trade Marks, Service Marks, Limited Partnerships, Limited Liability Partnerships, and Limited
Ligbility Companies.

Program 53 Enforcement of Standards - Collection Agencies - regulates, licenses, and administers
bonding requirements for collection agencies and solicitors. Recelves and investigates applicants
and complaints regarding collection agencies.

Program 86 Records Management - provides comprehensive records management to dl agencies
of State government, including higher education, and advises and assists locad political subdivisons
in implementing records management programs, policies, and procedures. As of June 1997, this
program aso adminigters the receipts and disbursements of the State Records Board related to
Nebrask@ Online.



STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

BACKGROUND
(Continued)

Program 89 Uniform Commercid Code Centra Filing - receives, records, and files Uniform

Commercid Code (UCC) financing statements to make a public record of secured financid transactions
between a debtor and a secured party.

MISSION STATEMENT

The mission of the Secretary of State is to continue to provide the commitment and service to the
Citizens of the State of Nebraska.
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ORGANIZATIONAL CHART
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

EXIT CONFERENCE

An exit conference was held September 9, 2004 with the Office to discuss the results of our
examination. Those in attendance for the State of Nebraska Office of the Secretary of State were:

NAME TITLE
John Gale Secretary of State
Greg Lemon Chief Deputy Secretary of State
Richard Kohel Controller



STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

SUMMARY OF COMMENTS

During our examinaion of the State of Nebraska Office of the Secretary of State, we noted certain
matters involving the internal control over financid reporting and other operationd matters which are
presented here.

1. Nebraska I nformation System and Accounting Procedures. Significant areas of concern
where improvement to the Nebraska Information System (NIS) is needed to ensure NIS
integrity and operationd efficiency were identified.

2. Pre-Billing of Services. The Records Management Division billed two agencies for services
well in advance of the service actudly being provided.

3. Contractual Services. We noted he Secretary of State entered into a contract with a
consultant. The following exceptions related to the contract were noted: Open competition was
not used to enter into the contract, adequate public notice was not given, the contract was not
pre-reviewed by DAS Materiel Divison, the bass for seecting the vendor was not on file, and
documentation of a request for potentid vendor was not filed with DAS Materiel Divison for
access to potentia vendors.

4, Billings and Payments Were Not Made in a Timely Manner: On the ten receipts tested
for the Records Management Division, the invoice date was over one month after the requisition
date. Two of seven expenditures tested were not made within the statutory time requirements.

5. Internal Control Over Payroll: There was alack of segregation of duties over the payrall
process. The dlocation of payroll costs to business units was based on budget amounts, not on
actua time worked. Vacation leave baances were ill recorded on NIS for two terminated
employees tested. The Secretary of State had sick and vacation leave balances recorded on
NIS. Supporting documentation was not on file for two employees tested, who used more than
ten consecutive days of Sck leave. One terminated employee received a severance package.
The adjusted service date recorded in NIS was incorrect for two employees.

6. Segregation of Duties Over Revenues and Related Receivables: There was a lack of
Segregation of duties over revenues and related recelvables in the Business Services Divison,
Licensang and Adminigtration Divison, and Records Management Divison.

7. Fixed Assets. There was a lack of segregation of duties over fixed assats and items were
incorrectly coded to fixed asset object account codes. No physica invertory was performed
for assets under the control of the Records Management Division. There was no review of NIS
Fixed Asst Integrity Reports.
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

SUMMARY OF COMMENTS
(Continued)

Travel Expenses. Two employees had three days and one employee had one day of med
relmbursement that was over the General Services Adminigration Federal med reimbursement
guiddines. Two of the employees did not have recepts to support their expense
reimbursements, therefore creating taxable income when over the guiddines. One of seven
expense reimbursements did not include the name of the restaurants where the meds were
purchased. An employee was reimbursed for the double occupancy room rate when their
spouse traveled with them on atrip.

Federal Funds Were Not Posted Timely: $5,000,000 in Federa Funds were not posted to
NIS until over 4 months after they were received.

Accounts Receivable Functional Matrix Code 36: There were dx individuds with an
accounts receivable functiona matrix code 36 in NIS, which isto be used only by agencies that
are not able to segregate their duties.

More detailed information on the above items is provided hereafter. It should be noted this report is
critical in nature since it contains only our comments and recommendations on the areas noted for
improvemen.

Draft copies of this report were furnished to the Office to provide them an opportunity to review the
report and to respond to the comments and recommendations included in this report.  All forma
responses recelved have been incorporated into this report. Where no response has been included, the
Office declined to respond. Responses have been objectively evaluated and recognized, as
appropriate, in the report. Responses that indicate corrective action has been taken were not verified a
thistime but will be verified in the next examination.

We appreciate the cooperation and courtesy extended to our staff during the course of the examination.



STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS

1. Nebraska I nformation Sysem and Accounting Procedur es

Good interna control requires a plan of organization, procedures, and records designed to safeguard
assts and provide reliable financid records.  Without adequate training, written procedures, and
controls, there is a risk that employees may unintentionally corrupt critical data and that errors could
occur and go undetected.

During the fiscal year ended June 30, 2003, the State of Nebraska implemented significant components
of a new information sysem caled the Nebraska Information System (NIS). Three mgor components
were the Payroll, Fixed Asst, and Financia components, which went live during the fisca year ended
June 30, 2003. During the fiscd year ended June 30, 2004 the Procurement and Employee Sdlf-
Service components were partidly implemented. NIS affects all Nebraska State agencies.

A consultant hired by the Auditor of Public Accounts (APA) with expertise in studying large computer
systems performed a study of NIS processes and controls prior to June 30, 2003. The APA dso
performed a preliminary examinaion of internd controls as of June 30, 2003 a al State agenciesin July
and August of 2003. In addition, while performing examination procedures the APA obtained a further
understanding of NIS.

From these studies and examinations, the APA has identified concerns and areas where improvement to
NIS is needed. During thefisca year ended June 30, 2004, the Department of Administrative Services
(DAS) Accounting Divison addressed some areas of concern previoudy reported. However, he
following are the more sgnificant concerns or areas where improvement is dill needed to ensure NIS
integrity and operationd efficiency:

a. The reconciliagtion between the State Treasurer’s actud bank statements and records, the
Nebraska Accounting Sysem (NAS-the previous accounting system before NIS), NIS
accounting records, and the related dispostion of reconciling items was not completed for
November 2002 through December 2003 in atimely manner. Subsequent to December 2003,
the DAS Accounting Divison performed some reconciliation procedures. As of July 2004, the
June 30, 2003 reconciliation indicates an unknown variance between the bank records and the
accounting records of $3,654,783, with the bank being short compared to the accounting
records.

During the fiscal year ended June 30, 2004, DAS Accounting Divison began performing adaily
reconciliation of activity recorded on NIS compared to the activity recorded in the bank on a
limited test basis. For those days tested, the activity recorded on NIS can be reconciled to the
activity in the bank. The monthly reconciliations for the months of July 2003 through February
2004 for the fisca year ended June 30, 2004 have been performed and indicate fluctuationsin
the variance amounts. The latest monthly reconciliation performed, February 2004, indicates an
unknown variance between the bank records and the accounting records of $5,112,201,
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS
(Continued)

Nebraska I nformation System and Accounting Procedur es (Continued)

with the bank being short compared to the accounting records. This variance was provided to
us by DAS Accounting Divison and its accuracy has not been verified by the APA.

Although some reconciliation procedures have been performed (daly reconciliation of activity
going through NIS to the activity recorded through the bank), the monthly reconciliation for the
months March 2004 through June 2004 are ill in the preliminary stages and are not complete
as of July 2004. Complete and timely reconciliation procedures between bank records and
accounting records provide control over cash and accurate financid information. The
reconciliation procedures should be completed timely and on & least a monthly basis to ensure
adl finandd information is correct in NIS.

. During the early implementation months of NIS, DAS Accounting Divison did not have a
comprehensive written NIS policy and procedures manua available for users. During thefiscd
year ended June 30, 2004, DAS Accounting Divison made progressin this areaand sgnificant
policies and procedures can be found by users on the DAS Accounting Divison website.
However, the APA, dfter reviewing the old accounting procedures manud, did note some
procedures gill being performed under those policies that have not been incorporated as NIS
policies. We recommend DAS Accounting Divison continue to update their NIS policies and
procedures to include dl policies and proceduresin place to help ensure consistent and accurate
accounting of the State' s financid transactions.

During the early implementation of NIS it was determined the NIS Payroll gpplication was not
dlocating sdaries and benefits appropriately to sdaried employees who incur hours that are
digtributed across multiple busness units.  This would apply to many State agencies funds,
programs, and grants. During the fisca year ended June 30, 2004, agencies developed “work
around” solutions to this problem; however, there has been no system change to resolve this
problem. The “work around” solutions can be very time consuming. We recommend DAS
Accounting Dividon condder obtaining a sysem change to dlocate sdaries and benefits
appropriately for sdaried employees who incur hours that are digtributed across multiple
busness units.

. During the first year of NIS implementation an outside consultant noted a detailed analyss had
not been performed to determine whether users received adequate training to enable them to
appropriately perform their job functions. The APA is not aware of any detailed analyss of
user training conducted by the DAS Accounting Division during the fiscal year ended June 30,
2004, but does acknowledge asgnificant training effort by the DAS Accounting Divison during
this period. We recommend the DAS Accounting Division continue their training efforts as well
asidentifying user training needs



STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS
(Continued)

Nebraska I nformation System and Accounting Procedur es (Continued)

Since the implementation of NIS, DAS Accounting Divison has not updated their records
retention and disposition schedule with the Records Management Division of the Secretary of
State (Secretary of State). The records retention schedule on file with the Secretary of State
covers the records under the old accounting system and was last updated in 1986.

Neb. Rev. Stat. Section 84-1207 R.R.S. 1999 dtates the head of any State agency shall make,
and submit to the adminigtrator, (administrator means the State Records Adminigtrator)
schedules proposing the length of time each record series warrants retention for administrative,
legdl, historica or fisca purposes, fter it has been made in or received by the agency, and lists
of records in the custody or under the control of the agency which are not needed in the
transaction of current business, and do not possess sufficient adminigtrative, legd, historical or
fiscd value to warrant their further retention.

Since many of the records (and their titles) are Sgnificantly different under NIS than they were
under the old accounting system we do not believe the DAS Accounting Divison is in
compliance with the above statute with the current retention schedule on file with the Secretary
of State. In addition, for legal purposes and for good business practices we believe a
comprehensve DAS Accounting Divison records retention schedule is imperaive. We
recommend the DAS Accounting Divison work with the Secretary of State to develop a
comprehensive records retention schedule for dl records they maintain.

The payroll component is not desgned to promote an effective segregation of duties. We
recommend the DAS Accounting Divison consder implementing the compensating control as
identified in the k. section of this comment.

During the first year of NIS implementation an outsde consultant noted access to senstive
Generd Accounting functions had been provided to individuds who may not require such
access as a part of their job respongibilities. Based on our inquiries, DAS Accounting Divison
management noted, “All critical function access rights have been secured down to the
gopropriate high level matrix codes” We could not verify the accuracy of this statement as
requested information and documentation has not been provided to us.

During the firg year of NIS implementation an outsde consultant noted the State tad not
documented or formalized comprehengive information security procedures for NIS. Based on
our inquiries, DAS Accounting Divison management noted, “The NIS CNC's and the NIS
Security team have developed acomprehensve security policy.”  We could not verify the
accuracy of this satement as requested information and documentation has not been provided
to us.



STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS
(Continued)

Nebraska | nfor mation System and Accounting Procedur es (Continued)

During the firg year of NIS implementation an outsde consultant noted the State had not
implemented a formd, comprehensve business continuity or disaster recovery plan that
comprehends both NIS and its supporting infrastructure.  Based on our inquiries, DAS
Accounting Divison management noted, “We have now contracted with an outside vendor for
business continuity planning.” Documentation provided to us by DAS management indicates the
State has a disaster recovery plan, however, it is not complete and the business continuity plan
is in the draft stage but has not yet been tested. We recommend the State continue to
implement forma, comprehensive business continuity and disaster recovery plans.

The APA reviewed certain data in the NIS address book in July 2004. We noted the following
related vendor information:

1. Duplicate Name and Address — Our review noted a total of 4,435 duplicate records.
However, dl have different address book numbers.

2. Duplicate Bank Information — 4,118 vendors had duplicate bank information.

3. Vendors with no Federa Tax Identification Number (FTIN) in NIS and Vendors with
an FTIN of 000000000 — 3,789 vendors either had no FTIN or an FTIN with all
zeros. The vendors with zerosastheir FTIN were dl PW (welfare) vendor types. Out
of the 3,789 records 3,408 had no FTIN at all.

When duplicate records are in the NIS address book database there is a greater risk of
duplicate payments being made and not being detected and queries of the database for vendor
information may not be complete because the queries may not include dl vendor information. In
addition, when the database does not include FTIN numbers for dl vendors there is a greater
risk of payments to a fictitious vendor. DAS Accounting Divison should correct the database
for duplicate records and ensure al vendors included in the database have an FTIN.

. DAS Accounting Divison payroll procedures require each State agency to certify its payroll for
each pay period to ensure payroll is processed accurately and completely. This certification is
to be in writing, ether through an email or letter to the DAS Accounting Administrator. In our
review of the find payroll notification and certification procedures processed in July 2003 and
May of 2004 and discusson with DAS Accounting Divison personnd, the certification
procedures were not aways performed. Our review aso noted that the DAS Accounting
Dividon did not have a policy on the information that shoud be included in the written
certification. We noted during our testing, when there was a certification, there was no
congstency in the information provided by State agencies.
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS
(Continued)

1. Nebraska | nformation System and Accounting Procedur es(Concluded)

DAS Accounting Divison should establish a policy on detailing the information to be included in
the certification, should ensure al State agencies congstently follow this policy, and ensure dl
payroll expenditures are certified.

The issues identified above are the responsibility of the DAS Accounting Divison and NIS Functiona
Team asthey relate directly to NIS; however, they directly affect all Nebraska State agencies financia
information and must be disclosed in this report.  The results of the consultant’s study of NIS were
communicated in a separate report to DAS, who isresponsible for NIS. Letters to each State agency
communicated the results of the APA’s preliminary examination of internd controls a the State agency
level. Additiond concernsidentified by the APA were communicated to the appropriate State officids.

2. Pre-Billing of Services

Nebraska State Accounting Manud, AM-005, General Policies, Section 4, dates, “Though
prepayments are not illega, per se, they are in conflict with the norma clams process since the State
has given up assets in anticipation of goods or services being rendered a a later date . . . . Since the
potentia for loss to the State is greater under prepayment Situations, extreme care should be exercised
and a conscious effort should be undertaken to minimize prepayments at the agency leve.”

We noted the Records Management Divison hilled two agencies for services well in advance of the
savice actudly being provided. On April 28, 2003, Records Management pre-billed the Tax
Equdization and Review Commisson $30,000 and the Military Department $2,000 for scanning and
storage services. The Military Depatment was also pre-billed for $25,000 on June 19, 2001. The
Records Management Divison pre-billed these agencies at ther request.  As of June 30, 2003, the
Commission had a credit balance of $27,633 and the Military Department had a credit balance of
$2,608. Prepayments are a possible method of circumventing the legidative appropriation process.

We recommend the Secretary of State not bill agencies in advance for
services or accept prepayments for services.

Secretary of Sate’'s Response:  The Records Management Division has notified those state
agencies which have in the past requested to be pre-billed for services to be rendered, that once
any existing credit balances are used, pre-billing will not be available and prepayments for
services will not be accepted. The Secretary of Sate will not bill agencies in advance or accept
pre-payment in the future.

-11-



STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS
(Continued)

3. Contractual Services

Sound business practice requires procedures be in place to ensure a standardized, open, and fair
process for the selection of contractua services even if not pecificaly required by State Statute. These
procedures would include following 2003 Neb. Law LB 626 which requires service procurements in
excess of $50,000 to be bid in the manner prescribed in the DAS Materid Divison Procurement
Manud. Agencies can complete the bid process at the agency levd in accordance with the DAS
Materiel Divison's Procurement Manual or request the DAS Director to gpprove an aternate process
for the procurement of services. The aternate process needs to be agency or program wide and
approved before the competitive bid process. LB 626 aso requires adequate public notice, the basis
for selection of vendor be on file, and the agency’' s request for contract be filed with the DAS Materiel
Divisonfor access to potential vendors.

The Secretary of State entered into a contract with aconsultant to provide technica consulting services
for the implementation of the Voter Registration system to meet new Federa standards. During our
review of the contract we noted the following:

Open competition was not used to enter into the contract.
Adeguate public notice was not given.

The contract was not pre-reviewed by DAS Materiel Divison
The basisfor sdlecting the vendor was not on file.

Documentation of a request for potential vendor was not filed with the DAS Materid Divison
for accessto potentia vendors.

During the fisca year ended June 30, 2004, a total of $142,451 was paid to the consultant. When an
open competitive process is not used to award contracts there is an increased risk the Secretary of
State may enter into contracts which are not financidly in their best interest.

We recommend the Secretary of State implement procedures to ensure
a standardized, open, and fair process for the selection of contractua
sarvices is followed. These procedures would include following 2003
Neb. Laws LB 626 and the guiddines established by the DAS Materiel
Divison

Secretary of State’'s Response: LB 626 Specifically provides that “ For purposes of sections
73-501 to 73-509 . . . Sate agency or agency means any state agency, board, or commission
other than the University of Nebraska, the Nebraska state colleges, the courts, the Legislature,
or any other officer or agency established by the Constitution of Nebraska” (Neb. Rev. Sat.
§73-502, emphasis added)
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS
(Continued)

3. Contractual Services (Concluded)

Secretary of State’ s Response, Concluded:
The office of the Secretary of State is created by the Constitution of Nebraska, Article 1V, Sec. 1.

§73-504, competitive bidding requirements, apply to state agencies as defined in the act and
above, this does not include the Secretary of Sate's Office as clearly illustrated by #1 and #2
above.

§73-507, the sole source exemption and other provisions are exemptions to the bidding
requirement. You cannot logically apply an exemption to a provision that does not apply in the
first place. Or stated more clearly, if the bidding requirements do not apply, the exceptions to
the bidding requirements do not apply.

Therefore the Secretary of State does not agree with the Auditor’s comment “ Contract Not in
Accordance with LB 626" and suggests that this comment is inappropriate

The Secretary of Sate's Office is cognizant of the need to ensure efficient use of state resources
through the use of appropriate vendor selection processes.

In selecting Gregoire Consulting the Secretary of State made an evaluation of the expertise
needed in the elections and information technology area in order to provide effective services
under this contract, it was determined that Ms. Gregoire' s work in developing consulting with
Secretary of Sate's Office on Election related IT project in the past made her uniquely qualified
to provide assistance in writing the voter registration RFP.

The contract was for assistance in writing and developing an RFP for a larger project, which
was to secure a contractor to implement a statewide voter registration system consistent with
Help America Vote Act (federal) election mandates. In order to meet the timelines in the
mandates we did not have time to write an RFP to select someone to write an RFP. Timely
implementation required timely development of the larger RFP which did follow and go through
Sate Purchasing Policies and Procedures.

APA’s Response: While we agree that 2003 Neb. Law LB 626 does not specifically include
officers or agencies established by the Constitution of Nebraska, procedures established by
this legidation are sound business practices and if followed would ensure a standardized,
open, and fair process for the selection of contractual service providers. There was no
documentation on file to support the basis for the Secretary of State's selection of this
particular consultant. When timeliness or other factors make it difficult to follow an open
competitive process we recommend documentation be maintained to support the reason a
particular vendor is selected.
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS
(Continued)

4. Billings and Payments Were Not Madein a Timely Manner

Good interna control requires procedures to be in place to ensure hillings for services performed are
made in a timey manner. Neb. Rev. Stat. Section 81-2403(1) R.R.S. 1999 dates that payment is
required within 45 caendar days after (1) receipt of goods or services or (2) the date of receipt of the
bill, whichever is later, unless there is a written agreement to the contrary.

During our review of revenues and expenditures for the Records Management Division we noted the
following:

On dl ten receipts tested the invoice date was over one month &ter the requisition date. On
three of the ten receipts tested, the invoice date was over three months after the requigtion date.
In addition, as of August 30, 2004, the Divison had not yet billed for May, June, and July,
2004.

Payments were not made within statutory requirements on two of seven expenditures tested.
One payment for $5,830 was not made for 86 days and another for $4,892 was not made for
56 days.

When hillings are rot made in atimely manner the monies are not available for Secretary of State use
and interest earnings are reduced. When payments are not made within statutory timeframes the
Secretary of State may be respongble to pay interest to the vendor.

We recommend the Records Management Divison implement
procedures to ensure hillings are made in a timey manner and
expenditures are in accordance with State Statute.

Secretary of Sate's Response:  The Records Management Division acknowledges that billings
and expenditures have not been made in a timely manner due to work backlogs. The division is
implementing procedures to ensure billings and expenditures are made in a timely manner. In
addition, new accounts receivable software which would interface with the NIS system is being
investigated to replace the manual paper-based system now in place.

5. Internal Control Over Payroll

Good internd controls require an adequate segregation of duties to ensure no one individud is capable
of handling dl phases of a transaction from the beginning to end. Good interna controls require a
method of dlocating time worked by business unit and preparing and maintaining detailed timesheets to
document and support actud time worked by business unit.

-14-



STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS
(Continued)

5. Internal Control Over Payrall (Continued)

Good internd control and sound accounting practice require vacation and sick leave balances to be
reduced to zero when an employee is terminated. Attorney Genera’s Opinion Number 03021 explains
that elected officias are not consdered Sate employees and are not digible to earn vacation or sick
leave. Secretary of State Personnd Policies state “ Subgtantiating evidence will be required if the Sck
leave absence is ten workdays or longer.” In order to follow personnd rules and regulations,

documentation is necessary to support the usage of sick leave in excess of ten or more daysin arow.
Article I11, Section 19 of the Nebraska Condtitution provides that, “the legidature shdl never grant any
extra compensation to any public officer, agent, or servant after services have been rendered . . . ”
Secretary of State Personnel Policies state “ Employees who left state service for other than disciplinary
reasons and return within one year shdl be given credit for previous Sate service by having their service
date reingtated minus the amount of time absent.”

We noted the following:

There was a lack of segregation of duties over the payroll process as one individud was
respongble for al phases of the payroll process.

The dlocation of payroll costs to business units was based on budgeted amounts, not on actua

time worked.  Timesheets were used to document tota time worked and to document time
worked on Federa programs but not to document time worked on other programs. Thiswasa
comment in aprior audit.

Vacation leave baances were ill recorded on NIS for two terminated employees tested. The
vacation leave baances were not reduced to zero because the payment of the terminated
employeesfind pay wasincorrectly coded when the employee sfind payroll was processed.
The Secretary of State had sick and vacation leave balances recorded on NIS.

Supporting documentation was not on file for two employees tested who used more than ten
consecutive days of sck leave.

One terminated employee received a severance package. They were paid compensation of
$1,632 for time they did not work. Their employment terminated on May 14, 2004 and they
were paid through the end of May.

The adjusted service date recorded in NIS was incorrect for two employees.

-15-



STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS
(Continued)

5. Internal Control Over Payrall (Continued)

The lack of an adequate segregation of duties over the payroll process includes but is not limited to the
risk of fictitious employees, unauthorized sdary changes or overrides, and inaccurate leave reporting.
When the dlocation of payroll codts to different programs is based on budgeted amounts and not the
actud time worked on different programs documented on timesheets, the dlocation of payroll costs
between programs may be incorrect.  Without detailed timesheets time can only be dlocated usng a
best guess dlocation, which can lead to the wrong amount being charged to each fund. When
terminated employees gill have leave balances recorded on NIS thereisarisk if the individud returnsto
State employment the old baances may incorrectly be reingtated. Also financia reports may include
incorrect amounts for compensated absences which are not vadid. Without requiring supporting
documentation for the usage of more than ten consecutive days of sick leave the risk sck leave may be
misused is increased. Paying severance compensation increases the payroll costs of the Secretary of
State and is prohibited by the State Congtitution. Because an incorrect adjusted service date was used
for two employees one employee earned 29 hours of vacation and 40 hours of sick leave, and another
employee earned 32 hours of vacation and 52 hours of sick leave more than they should have earned
based on their correct service date.

We recommend the Secretary of State implement a segregation of
duties over the payroll process. Procedures should be implemented
which dlocate payroll costs based on actud time worked for dl
employees who work on multiple programs. The payment of a
terminated employee’'s vacation leave balances should be recorded
using the correct code so vacation leave balances are reduced to zero in
NIS with thefind paycheck. Supporting documentation for consecutive
gck leave usage of more than ten days should be required and
maintained on file. Terminated employees should not receive severance
compensation, unless the State is receiving something in return for the
compensation. Adjusted service dates recorded on NIS should be
verified and updated only when the criteria for recognizing prior Sate
srviceismet.

Secretary of Sate's Response:  The lack of segregation is in part due to having only a single
budget and finance officer available to perform the payroll duties. We make every attempt to
utilize internal controls through a monthly review of the payroll by the Budget Officer & Chief
Deputy Secretary of State who is cognizant of office salary levels. A written notice is sent
monthly to DAS Payroll processing when completed by Secretary of State Personnel.

The allocations of payroll costs follow program funding that are distributed by business units
within NIS. We will review our allocation and investigate the various ways to track actual
payroll costs to budgeted programs during this next fiscal year.
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS
(Continued)

5. Internal Control Over Payrall (Concluded)

Secretary of State’ s Response, Concluded:

Vacation balances not reduced to zero in the NIS. This was an oversight by the budget officer.
The new NIS payroll system has impacted specific entries and their affect on the HR/Payroll
system. The two balances in question have been zeroed out and corrected within the payroll
system.

The Secretary of Sate does not earn sick & vacation leave balances even though the NI S system
reflected the accrual of those balances. Our budget officer has zeroed out and corrected those
balances with an update to the NIS payroll system.

Supporting documentation for extended sick leave absences will be required for all employeesin
accordance with Secretary of Sate Palicy.

Terminated employees payment policy & procedures will be reviewed during the fiscal year to
determine what benefits will be made available to separating employees. We will also research
practices of other state agenciesin thisarea.

The service dates adjusted by the budget officer have all been corrected to reflect the
appropriate start dates. The budget officer was unaware that the total years of service would
calculate at a different rate based on that adjustment. This was an oversight on his part. An
adjustment in the NIS data base has been made to correct the leave amounts.

6. Segr egation of Duties Over Revenues and Related Receivables

Good internd control requires a segregation of duties so no one individud can handle dl phases of a
transaction from beginning to end. Good internd control adso includes a plan of organization,
procedures, and records designed to provide reliable financid records.

There was alack of segregation of duties over revenues and related receivables in the Business Services
Divison, Licenang and Adminigration Divison, and Records Management Divison. One individua

could handle dl phases of a transaction. In addition, we noted there was no reconciliation between the
Deposit Documents for receipts and the Generdl Ledger. The lack of a segregation of duties over
recel pts was a comment in a prior audit.

Without a proper segregation of duties in place the risk of concealed errors or irregularitiesis increased.
We recommend the Secretary of State implement procedures to ensure

a segregation of duties exists or establish adequate compensating
controls.
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS
(Continued)

6. Segregation of Duties Over Revenues and Related Receivables (Concluded)

Secretary of Sate's Response:  The lack of segregation isin part due to the number of employees
that are available to perform the various receivable functions. In the Business Services,
Licensing and Administration Divisions we work to separate the duties of receipt transactions.
We make every attempt to utilize internal controls. With the implementation of NIS we will
reevaluate our receivable process.

In the Records Management Division, revenue documents are generated in NIS by the
Administrative Assistant, the NIS documents are approved by the Director, the NIS documents
are then turned over to the Sate Treasurer who completes the transaction. Copies of the paper
documents are retained by the Accountant I. Accounts receivable billing documents (IBTS) are
created in NIS by the Administrative Assistant, approved by the Director, preaudited by the
Accountant |, and transmitted by the Controller. Copies of the paper documents are retained by
the Accountant I. Additional employees are not available in the division to be involved in this
process.

7. Fixed Assets

Good internd control requires a segregation of duties so no one individud can handle dl phases of a
transaction from beginning to end. Good internd control aso includes a plan of organization,
procedures, and records designed to provide reiable financid records. Neb. Rev. Stat. Section 81-
1118.02(1) R.R.S. 1999 dates, “Each executive, department, commission, or other state agency . . .
shdl annualy make or cause to be made an inventory of dl property, including furniture and equipment,
belonging to the State of Nebraska and in the possession, custody, or control of any executive,
department, commission, or other state agency.”

We noted the following:

Three employees were authorized to perform al aspects of the fixed asset process as they were
set up with fixed asset functional matrix code 30 in NIS. There were no compensating controls
to ensure an adequate segregation of duties. The lack of segregation of duties over fixed assets
was acomment in aprior report.

Eight items totaling $81,060 were incorrectly coded to a fixed asset object account code. No
correcting journal entries were made.

Two items totaling $6,980 had the wrong acquired date and did not appear on the fixed asset
liging.

Shelving units purchased through Master Lease were not given atag number and therefore were
not included on the fixed asset ligting as of June 30, 2004. Madter lease paymentsfor the fisca
year totaled $4,501.
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS
(Continued)

7. Fixed Assets (Continued)

One of five assats tested could not be located. The item in question was a microfiche reader
that was located at and surplused by the Department of Labor.

The Records Management Divison dd not perform an annud inventory of items under ther
control. Thiswas acomment in aprior audit.

There was no review of the NIS Fixed Asset Integrity Reports.

NIS functional access to fixed assets was not terminated for one employee who transferred
between divisons within the Office. The employee' s job duties no longer included any part of
the fixed asset process.

One item on the Asset Master List had an incorrect asset type.

Without a proper segregation of duties in place the risk of concedled errors or irregularitiesis increased.
When gtatutory procedures are not followed, important control procedures over fixed assets are lost,
and the chance for loss or misuse of fixed assetsincreases.

We recommend the fallowing:
Procedures be implemented to ensure a segregation of duties
exigts or adequate compensating controls be established.
Procedures be implemented to properly account for fixed
assets.
An annud physicd inventory be completed for assets under the
control of the Records Management Divison.
Documented periodic reviews of NIS Fixed Asst Integrity
Reports to ensure assets are properly recorded.
Procedures be implemented to remove NIS functiond accessto
fixed asssts when access is no longer required for an
employee sjob duties.

Secretary of Sate's Response:  The three individuals with the functional matrix code 30 were
established to provide backup for fixed asset input and updates within NIS. We will review our
fixed asset internal controls and evaluate our matrix codes to determine where segregation of
duties can be improved.

As to bullet pointes 2-5, the incorrectly coded fixed assets will be reviewed by our budget officer
to determine what the correct coding should have been. The implementation of NIS required
inventory system changes, we will develop procedures to properly account for assets.
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS
(Continued)

7. Fixed Assets (Concluded)

Secretary of State’ s Response, Concluded:

Three employees of the Records Management Division attended training in NIS fixed asset
software on August 26, 2004. That training had not been previously available. Procedures
within the division will be implemented in conjunction with the other divisions within the agency.
An annual physical inventory of all divisions will be implemented.

The review of the NIS Fixed Asset Integrity Reports was only completed at the time of asset
purchases. Our office does not make monthly fixed asset purchases and thus has not run the
reports monthly. With the implementation of NIS and the new process associated with fixed
asset inventory our budget officer or appropriate personnel will review the Fixed Asset Integrity
Report on a monthly basis.

The NIS functional access to fixed assets for an internally transferred employee was | eft open to
assist in training of her replacement. This also allows us to provide the backup of personnel to
complete NIS transactions when authorized personnel are out of the office. We will review our
procedures to ensure that when employees transfer to other divisions that functional accesses be
reviewed and terminated as required.

8. Travel Expenses

Nebraska State Accounting Manud, AM-005, regarding travel policies states meal expenses must be
subgtantiated under the State's Accountable Plan.  Internd Revenue Service (IRS) Publication 463
regarding rembursement for travel expenses dates that a restaurant receipt should include, “The name
and location of the restaurant.” Supporting documentation for meds should include the name of the
restaurant and the city. Good internal control includes procedures to ensure requirements of the State's
accountable plan are met and reimbursements are in compliance with IRS Publication 463 guiddines.

Good internad control requires procedures to ensure disbursements are reasonable, necessary, and in
accordance with State guidelines. Good interna control aso requires policies and procedures to ensure
medl reimbursements are reasonable based on location. DAS Accounting Divison recommends the
Generd Services Adminigration (GSA) - Federa per diem rates be used as a reasonable guiddine for
medl and lodging rembursements.

The State of Nebraska only reimburses expenses incurred by State employees traveling on officid State

busness. Travel expenses of individuas who are not State employees traveling with a State employee
are the respongbility of the individua or the State employee not the State of Nebraska.
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS
(Continued)

8. Travel Expenses (Continued)

We noted the following:

One of seven expense reimbursements tested did not include the name of the restaurants where
the meals were purchased.

Two employees had three days and one employee had one day of med rembursements that
were over the GSA Federa med rembursement guidelines. Two of the employees did not
have receipts with thelr expense rembursements, therefore, creeting taxable income when the
medl reimbursement was over the guiddines.

An employee was reimbursed for the double occupancy room rate when their spouse traveled
with them on a trip. The difference between the single occupancy room rate and the double
occupancy room rate was $28.63 per day. There were 5 days claimed at this rate for a total
over reimbursement of $143.15.

When expense reimbursements are not in compliance with IRS accountable plan requirements thereis a
risk the accountable plan may be questioned by the IRS and al med expense reimbursements become
taxable income to State employees. There is an increased cogt to the State when med guidelines are
exceeded and non- State employee expenses are paid.

We recommend the Secretary of State review dl travel expense
reimbursements to ensure mea expenses clamed are supported by
adequate supporting documentation including med receiptsllogs, the
name of each restaurant, and the breakdown of meds. We further
recommend the Secretary of State review controls and procedures to
ensure travel expenses are reasonable, necessary, and in accordance
with State travel policies and procedures.

Secretary of Sate’'s Response:  The State accounting memo provides that only actual meal

expenses should be reimbursed. The statement that DAS uses Federal per diem rates as a
reasonable guideline is not consistent with what is stated in the DAS manual. The only reference
to GSA guidelines in the Sate Accounting Manual is in “ Travel Expense Policies’ “ 6. Meals’,
which states that the GSA guidelines should not be used as a per diem for reimbursement, actual
cost should be used. The Secretary of Sate does however encourage a policy of reasonable and
prudent meal expenses based upon location and situation. Excessive meal or travel expensesare
not allowed.

In Response to concerns about | RS categorizing meal reimbursements asincomein FY 2003 2004
the Secretary of State has implemented a policy of having receipts or a meal log for all
reimbursable meal expenses.
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS
(Continued)

8. Travel Expenses (Concluded)

Secretary of Sate’ s Response, Concluded

The double occupancy room rate that was mistakenly reported rather than the single rate has
been reimbursed to the state. We will review future lodging reimbursement requests to make
sure that this mistake will not be repeated.

APA’s Response: In order to provide guidance to agency directors and other responsible
individuals in determining the reasonableness of employees expense claims, the Department
of Administrative Services sent all agencies, boards, and commissions a memo on December
12, 2000. The memo states “From this time forward, we are recommending departments
utilize the Federal maximum per diem standards as published by the government as a
reasonable guideline.” Thisis not inconsistent with the Nebraska State Accounting Manual
as the actuality of a meal reimbursement claim is not the only factor in determining whether a
meal expensewas reasonable.

9. Federal FundsWere Not Posted Timdy

Good interna control requires timely posting of revenues to appropriate funds. When revenues are not
posted on atimely bad's, the baances of the fundsinvolved are not accurately stated.

The Secretary of State received $5,000,000 in Federal funds through an Automated Clearinghouse
(ACH) receipt transaction as part of the Help America Vote Act of 2002 in April 2003. The monies
were not posted to NIS until September 2003, over four months after the monies were deposited in a
State account.

We recommend the Secretary of State implement procedures to ensure
ACH transaction monies are posted to NIS in atimey manner.

Secretary of Sate's Response: Thereis a discrepancy within the NIS on how posted records are
displayed. Our records show that a posted entry was made to our federal fund account after the
preparation of the ACH document. We have documentation of this which can be provided upon
request. This transaction took place when new terminology and new procedures were being
implemented in NIS. The transaction in question was reflected in the federal funds deposited to
state funds. Subsequent transactions including a federal fund deposit during June of 2004 have
been accurately reflected in NISfinancial reporting.

APA’s Response:  The $5,000,000 was not posted to a revenue object account code and was
not reflected in the fund balance of the Secretary of Statein NIS until September 2003. Good
internal controls would require a review process be in place to ensure transactions are
correctly posted in a timely manner.
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

COMMENTSAND RECOMMENDATIONS
(Continued)

10. Accounts Recelvable Functional Matrix Code 36

Good interna control requires adequate controls be in place over accounting functions and without an
adequate segregation of duties there is an increased risk of loss or theft of State funds.

There were Sx individuas with an accounts receivable functiona matrix code 36, which is to be used
only by agencies that are not able to segregate their duties. These individuals were able to enter, revise,
delete, void, and approve deposits.

We recommend the Secretary of State review their NIS User
Authorization and make updates as necessary to increase the
effectiveness of interna controls.

Secretary of Sate's Response:  The six individuals with functional matrix code 36 to process
receivables work in the various Divisions, Administration, Business Services and Records
Management. Each of these has separate and distinct functions. We promote the segregation of
duties wherever possible but also want to provide the necessary backup in each division to make
deposits in atimely manner when the primary employee may be out of the office. Our office will
further review our internal controls in this area to determine if we can reduce the AR exposure
and reduce the number of functional matrix code 36.
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

INDEPENDENT ACCOUNTANT’SREPORT

We have examined the accompanying schedule of revenues, expenditures, and
changes in fund balances of the State of Nebraska Office of the Secretary of State
(Office) for the fisca year ended June 30, 2004. The Office's management is
respongble for the schedule of revenues, expenditures, and changes in fund
balances. Our responghility isto express an opinion based on our examination.

Our examination was conducted in accordance with attestation standards
edablished by the American Ingdtitute of Certified Public Accountants, and the
dandards applicable to attestation engagements contained in  Gover nment
Auditing Standards issued by the Comptroller Genera of the United States, and
accordingly, included examining, on a test basis, evidence supporting the schedule
of revenues, expenditures, and changes in fund baances and performing such other
procedures as we considered necessary in the circumstances. We believe that our
examination provides a reasonable basis for our opinion.

In our opinion, the schedule referred to above presents, in al materia respects, the
revenues, expenditures, and changes in fund baances of the State of Nebraska
Office of the Secretary of State for the fiscal year ended June 30, 2004, based on
the accounting system and procedures prescribed by the State of Nebraska
Director of Administrative Services as described in Note 1.

In accordance with Government Auditing Standards, we have aso issued our
report ceted September 9, 2004, on our condderation of the State of Nebraska
Office of the Secretary of Stat€’s interna control over financid reporting and our
tests of its compliance with certain provisons of laws, regulations, contracts, and
grants. That report is an integrd part of an attestation engagement performed in
accordance with Government Auditing Standards and should be read in
conjunction with this report in congdering the results of our examination.
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This report is intended soldy for the information and use of the Office and the appropriate Federa and
regulatory agencies. However, this report isamatter of public record and its digtribution is not limited.

(/_@Q G 11

September 9, 2004 Assgtant Deputy Auditor
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE
SCHEDULE OF REVENUES, EXPENDITURES, AND CHANGES IN FUND BALANCES
For the Fiscal Year Ended June 30, 2004

REVENUES:

Appropriations

Taxes:
Domestic Corporation Taxes
Foreign Corporation Taxes
Other Taxes

Intergovernmental

Sales & Charges

Miscellaneous

TOTAL REVENUES

EXPENDITURES:
Personal Services
Operating
Travel
Capital Outlay

TOTAL EXPENDITURES

Excess (Deficiency) of Revenues Over

(Under) Expenditures

OTHER FINANCING SOURCES (USES):

Sales of Assets
Deposit to General Fund

TOTAL OTHER FINANCING SOURCES (USES)

Net Change in Fund Balances

FUND BALANCES, JULY 1, 2003

FUND BALANCES, JUNE 30, 2004

FUND BALANCES CONSIST OF:
General Cash
Non-Sufficient Fund Items
Deposits with Vendors
Accounts Receivable
Due to Fund

TOTAL FUND BALANCES

The accompanying notes are an integral part of the schedule.

Collection Corporation
General Agency Cash

Fund 10000  Fund 20910 Fund 20920
$§ 650,502 § - 5 -
2,468,214 - -
9,212,885 - -
51,360 - -
1,540,558 96,569 538,384
38,180 9,770 32,556
13,961,699 106,339 570,940
568,641 50,987 254,948
63,944 4,631 220,987
17,917 4,036 444

- - 328

650,502 59,654 476,707
13,311,197 46,685 94,233
(13,311,197) - -
(13,311,197) - -
- 46,685 94,233

3,039 224,066 769,974

$ 3,039 $§ 270,751 $ 864,207
$ - $ 270,735 § 864,171
- - 80

3,039 16 -

- - 6
- - (50)

$ 3,030 § 270,751 $ 864,207




Records Uniform
Management Administration Election Commercial ~ Micrographics Total
Cash Cash Administration Code Service (Memorandum
Fund 20930 Fund 20940 Fund 20950 Fund 26110 Fund 50900 Only)
$ - 5 - 5 - S - 5 - § 650,502
- - - - - 2,468,214
- - - - - 9,212,885
- - - - - 51,360
- - 4,920,376 - - 4,920,376
1,315,564 96,211 40,085 596,755 780,673 5,004,799
32,050 8,784 205,361 124,847 21,991 473,539
1,347,614 104,995 5,165,822 721,602 802,664 22,781,675
1,311 71,044 183,172 417,886 388,947 1,936,936
1,314,606 50,117 265,638 316,291 390,706 2,626,920
2,040 5,155 19,431 7,377 7,289 63,689
8,950 - 8,100 54,956 73,054 145,388
1,326,907 126,316 476,341 796,510 859,996 4,772,933
20,707 (21,321) 4,689,481 (74,908) (57,332) 18,008,742
- 925 - - 1,441 2,366
- - - - - (13,311,197)
- 925 - - 1,441 (13,308,831)
20,707 (20,396) 4,689,481 (74,908) (55,891) 4,699,911
755,961 225,744 5,209,931 638,274 387,541 8,214,530
§ 776,668 § 205348 § 9,899,412 § 563,366 § 331,650 § 12,914,441
§ 776,651 § 205318 § 9,899,412 § 556,933 § 259,335 § 12,832,555
- - - - - 80
- - - 2,706 - 5,761
17 30 - 3,727 72,315 76,095
- - - - - (50)
§ 776,668 § 205348 § 9,899,412 § 563,366 $§ 331,650 § 12,914,441
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE
NOTESTO THE SCHEDULE
For the Fisca Y ear Ended June 30, 2004
1. Criteria

The accounting policies of the State of Nebraska Office of the Secretary of State are on the basis of
accounting as prescribed by the State of Nebraska Department of Adminidrative Services (DAS).

Per Neb. Rev. Stat. Section 81-1107(2) R.R.S. 1999, the State of Nebraska Director of
Adminigrative Services duties include “The keeping of generd accounts and the adoption and
promulgation of appropriate rules, regulations, and adminigtrative orders designed to assure a uniform
and effective system of accounts and accounting, the gpprova of al vouchers, and the preparation and
issuance of warrants for adl purposes.”

The Nebraska Information System (NIS) is the officid accounting system prescribed by DAS for the
State of Nebraska. Policies and procedures are detailed in NIS manuas and Nebraska Accounting
System Concepts published by DAS and available to the public. The financid information used to
prepare the schedule of revenues, expenditures, and changes in fund baances for the Office was
obtained directly from the NIS. NIS records accounts receivable and accounts payable as transactions
occur. As such certain revenues are recorded when earned and expenditures are recorded when a
ligbility is incurred, regardless of the timing of related cash flows. The accounts payable ligbility
recorded on NIS, and thus recorded as expenditures, as of June 30, 2004 includes only those payables
posted to NIS before June 30, 2004 and not yet paid as of that date. The amount recorded as
expenditures as of June 30, 2004 does not include amounts for goods and services received before
June 30, 2004 which had not been posted to NIS as of June 30, 2004. NIS does not include lighilities
for accrued payroll and compensated absences.

The fund types established by NIS that are used by the Office are:

10000 — General Fund — accounts for al financial resources not required to be accounted for
in another fund.

20000 — Cash Funds — account for revenues generated by specific activities from sources
outsde of State government and the expenditures directly related to the generaion of the
revenues. Cash funds are established by State statutes and must be used in accordance with
those statutes.

50000 — Revolving Funds — account for the operation of state agencies which provide goods
and sarvicesto other departments or agencies within state government.
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

NOTESTO THE SCHEDULE
(Continued)

1. Criteria (Continued)
The mgor revenue object account codes established by NIS used by the Office are:

Appropriations — Appropriations are granted by the Legidature to make expenditures and to
incur obligations. The amount of gppropriations reported as revenue is the amount of
expenditures.

Taxes — Compulsory charges levied by a government for the purpose of financing services
performed for the common benefit. Taxes recorded as revenue for the Office congsts primarily
of domestic and foreign corporation tax.

I ntergovernmental — Revenue from other governments in the form of grants, entitlements,
shared revenues, paymentsin lieu of taxes, or reimbursements.

Sales & Charges — Income derived from sdes of merchandise and commodities,
compensation for services rendered, and charges for various licenses, permits, and fees.

Miscellaneous — Revenue from sources not covered by other mgor categories, such as
investment income,

The mgjor expenditure object account titles established by NIS used by the Office are:

Personal Services — Sdaries, wages, and related employee benefits provided for al persons
employed by the Office.

Operating — Expenditures directly related to a program’s primary service activities.

Trave — All travel expenses for any Sate officer, employee, or member of any commission,
council, committee, or board of the State.

Capital Outlay — Expenditures which result in the acquisition of or an addition to capital assets.
Capital assets are resources of along-term character, owned or held by the government.

Other sgnificant object account codes established by NIS and used by the Office include:

Assets — Resources owned or held by a government that have monetary value. Assets include
cash accounts, deposits with vendors, and receivable accounts. Accounts receivable are
recorded as an increase to revenues and an increase to fund balance on the schedule. Cash
accounts and deposits with vendors are dso included in fund balance and are reported as
recorded on NIS.
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

NOTESTO THE SCHEDULE
(Continued)

1. Criteria (Concluded)

Liabilities — Legd obligations arising out of transactions in the past that must be liquidated,
renewed, or refunded a some future date.  Accounts payable transactions increase
expenditures and decrease fund balance. Other liabilities recorded on NIS for the Office's
funds at June 30, 2004 included Due to Fund. The activity of this account is not recorded on
the Schedule of Revenues, Expenditures, and Changes in Fund Balances as it is not recorded
through revenue and expenditure accounts.

2. State Agency

The State of Nebraska Office of the Secretary of State (Office) is a State agency established under and
governed by the laws of the State of Nebraska. As such, the Officeis exempt from State and Federa
incometaxes. The schedule includes dl funds of the Office.

The State of Nebraska Office of the Secretary of State is part of the primary government for the State
of Nebraska

3. Totals
The Totds "Memorandum Only" column represents an aggregation of individua account balances. The
column is presented for overview informationa purposes and does not present consolidated financiad

information because interfund ba ances and transactions have not been diminated.

4. Capital Assets

Under NIS, capital assets are not capitdized in the funds used to acquire or construct them.  Instead,
capital acquistions are reflected as expenditures. Capita assets, which would include property, plant,
equipment, and infrastructure assets (e.g., roads, bridges, sdewaks, and smilar items) would be
reported for the State of Nebraska in the Comprehensive Annua Financial Report (CAFR). The Office
values dl capital assets at cost where historica records are available and at estimated historical cost
where no higtorical records exist. Donated capitd assets are valued at their estimated fair market vaue
on the date received. Generdly, equipment that has a cogt of $1,500 at the date of acquisition and has
an expected useful life of two or more years is capitalized. Depreciation expenses would be reported in
the CAFR in the funds used to acquire or congtruct them for the State of Nebraska. The cost of normal
maintenance and repairs that does not add to the value of the asset or extend asset life is not capitaized.

Equipment is depreciated using the straight-line method with estimated useful lives of threeto ten years.
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

NOTESTO THE SCHEDULE
(Continued)

4, Capital Assets (Concluded)

Capitd asset activity of the Office for the fisca year ended June 30, 2004 was as follows:

Beginning Ending
Balance Increases Decreases Balance
Capital assets
Equipment $ 2649651 $ 58051 $ 136305 $ 2571397
Less accumulated depreciation for:
Equipment 2,364,161
Total capital assets, net of depreciation $ 207,236
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE
REPORT ON COMPLIANCE AND ON INTERNAL CONTROL OVER
FINANCIAL REPORTING BASED ON AN EXAMINATION OF THE
SCHEDULE OF REVENUES, EXPENDITURES, AND CHANGESIN
FUND BALANCES PERFORMED IN ACCORDANCE WITH
GOVERNMENT AUDITING STANDARDS

We have examined the accompanying schedule of revenues, expenditures, and
changes in fund baances of the State of Nebraska Office of the Secretary of State
for the fiscal year ended June 30, 2004, and have issued our report thereon dated
September 9, 2004. We conducted our examination in accordance with attestation
standards established by the American Indtitute of Certified Public Accountants and
the standards applicable to attestation engagements contained in Gover nment
Auditing Standards, issued by the Comptroller General of the United States.

Compliance
As part of obtaining reasonable assurance about whether the State of Nebraska

Office of the Secretary of State’s schedule of revenues, expenditures, and changes
in fund baances, is free of maerid misstatement, we performed tests of its
compliance with certain provisons of laws, regulations, contracts, and grants,
noncompliance with which could have a direct and maerid effect on the
determination of financid schedule amounts. However, providing an opinion on
compliance with those provisons was not an objective of our examination, and,
accordingly, we do not express such an opinion. The results of our tests disclosed
no ingtances of noncompliance that are required to be reported under Gover nment
Auditing Standards. We noted certain immateria instances of noncompliance that
we have reported to management of the State of Nebraska Office of the Secretary
of State in the Comments Section d this report as Comment Number 4 (Billings
and Payments Were Not Made in a Timey Manner), Comment Number 5 (Internal
Control Over Payroll), Comment Number 7 (Fixed Assets), and Comment Number
8 (Travel Expenses).
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Internal Control Over Financid Reporting

In planning and performing our examination, we consdered the State of Nebraska Office of the
Secretary of State’sinternd control over financid reporting in order to determine our procedures for the
purpose of expressng our opinion on the schedule of revenues, expenditures, and changes in fund
balances, and not to provide assurance on the interna control over financia reporting. However, we
noted certain matters involving the interna control over financid reporting and its operation that we
consder to be reportable conditions. Reportable conditions involve matters coming to our atention
relating to sgnificant deficiencies in the design or operation of the interna control over financid reporting
that, in our judgment, could adversely affect the State of Nebraska Office of the Secretary of State's
ability to record, process, summarize, and report financia data consgtent with the assartions of
management in the financia schedule. Reportable conditions are described in the Comments Section of
the report as Comment Number 1 (Nebraska Information System and Accounting Procedures),
Comment Number 4 (Billings and Payments Were Not Made in a Timey Manner), Comment Number
5 (Internad Control Over Payroll), Comment Number 6 (Segregation of Duties Over Revenues and
Related Receivables), Comment Number 7 (Fixed Assets), and Comment Number 10 (Accounts
Receivable Functional Matrix Code 36).

A materid weakness is a condition in which the design or operation of one or more of the interna

control components does not reduce to ardatively low leve the risk that misstatements in amounts that
would be materid in rdation to the financid schedule being examined may occur and not be detected
within a timely period by employees in the normd course of performing their assgned functions. Our
condderation of the interna control over financid reporting would not necessarily disclose dl mattersin
the internd control that might be reportable conditions and, accordingly, would not necessarily disclose
al reportable conditions that are also consdered to be materiad weaknesses. However, we believe that
none of the reportable conditions described above are materia weaknesses. We aso noted other
matters involving interna control over financia reporting that we have reported to management of the
State of Nebraska Office of the Secretary of State in the Comments Section of the report as Comment
Number 8 (Travel Expenses) and Comment Number 9 (Federa Funds Were Not Posted Timely).

This report is intended soldy for the information and use of the Office and the appropriate Federa and
regulatory agencies. However, thisreport isamatter of public record and its distribution is not limited.

6;%@ W Crp

September 9, 2004 Assgant Deputy Auditor
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE

STATISTICAL SECTION

Our examination was conducted for the purpose of forming an opinion on the schedule of revenues,
expenditures, and changes in fund balances. Statistical Section information is presented for purposes of
additional andyss. Such information has not been subjected to the procedures applied in the
examination of the schedule of revenues, expenditures, and changes in fund balances, and, accordingly,
we express no opinion on it.
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE
PROGRAM 51 AND PROGRAM &9

Program 51 - Enforcement of Standards - Corporations

Fiscal Year Fiscal Year Fiscal Year Fiscal Year Fiscal Year
2000 2001 2002 2003 2004

Corporations of Record:

Domestic 65,317 58,588 59,930 59,581 59,403
Foreign 14,099 18,472 13,852 13,617 13,183
Non-Profit (Biennial Fee Collection) 2,465 15,092 2,221 17,203 2,163
Other 11,355 12,159 11,367 13,061 16,444
Taxes and Fees Collected* $ 7949258 § 7,983,163 $§ 8,065,623 § 8,532,821 $§ 13,592,462

Corporations of Record

120,000
100,000
80,000 O Other
60,000 O Non-Profit
40,000 M Foreign
O Domestic

20,000

0
2000 2001 2002 2003 2004

*2003 Neb. Laws LB 524 changed the payment requirement of corporation taxes from an annual fee to a biennial fee for each
even numbered calendar year. This Act became operative on January 1, 2004. Taxes collected during fiscal year 2004 were
nearly twice the amount collected in fiscal year 2003.

Program 89 - Uniform Commercial Code Central Filing

Fiscal Year Fiscal Year Fiscal Year Fiscal Year Fiscal Year
2000 2001 2002 2003 2004
UCC Filings 125,902 174,851 144,969 11,451 135,279
Fees Collected $ 1,618,316 $ 718,909 $ 668,605 $ 513,121  $ 697,668
UCC Filings
200,000
150,000
100,000
50,000
0
2000 2001 2002 2003 2004
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STATE OF NEBRASKA OFFICE OF THE SECRETARY OF STATE
PROGRAM 53

Program 53 - Enforcement of Standards - Collection Agencies

Fiscal Year

Fiscal Year

Fiscal Year

Fiscal Year

Fiscal Year

2000 2001 2002 2003 2004
Number of Licenses/Renewals:
New Agency Licenses 45 56 49 46 55
Licenses on Record/Renewals 157 192 230 254 278
New Branch Office Licenses 89 111 78 67 57
Branch Office Renewals 143 187 243 253 468
Solicitor's Certificates Issued 19,679 24,843 29,175 33,920 34,461
Fees Collected* $ 157,304 $ 197907 $ 80,945 $ 83,575 $ 96,569
Other Licenses
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450 O N;w Agency
Licenses
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350 M Licenses on

300 Record/Renewals

250
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100

50 O Branch Office
Renewals
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Solicitor's Certificates Issued
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30,000
25,000
20,000
15,000
10,000

5,000
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* Neb. Rev. Stat. Section 45-620 R.R.S. 1998 states, ". . . the amount of the fees shall be fixed by the Board and shall not
exceed the amounts actually necessary to sustain the administration and enforcement of the act." Due to a steadily increasing
fund balance, the Collection Agency Licensing Board reduced the fee amount for a solicitor's certificate and renewal of
solicitor's certificate. Beginning in fiscal year 2002, the fee was reduced from $5.00 to $1.00.
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